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DISCLAIMER: 
 
This document is a public version of the Ministry of Energy's Business Continuity and 
Disaster Recovery Plan (BCDRP), developed to enhance transparency and demonstrate the 
Ministry’s commitment to resilience, operational continuity, and public service delivery. 
 
While the general framework and response structure are shared for public awareness, 
certain operational details may be withheld for security and confidentiality reasons. This 
document is intended for informational purposes only and should not be used as an 
operational manual by unauthorized individuals or entities. 
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© Ministry of Energy 2025 
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Foreword 
 

The Ministry of Energy plays a critical role in ensuring a stable, secure, and 
sustainable energy supply for Zambia’s socio-economic development. As part of our 
mandate, we must be prepared to manage risks and disruptions that may affect our 
operations, including natural disasters, cyber threats, and infrastructure failures. 

 
This Business Continuity and Disaster Recovery Plan (BCDRP) has been developed 
to provide a comprehensive framework for responding to disruptions while ensuring 
minimal impact on essential services. It outlines proactive measures for 
safeguarding critical energy infrastructure, maintaining operational resilience, and 
ensuring a swift recovery in the event of unforeseen incidents. 

 
The Government of the Republic of Zambia remains committed to strengthening 
resilience across all Ministries, Provinces, and Spending Agencies (MPSAs). This 
plan will guide our approach to risk management, crisis response, and recovery 
efforts, ensuring that the Ministry of Energy continues to deliver uninterrupted 
services to the public. 

 
I urge all Ministry staff to familiarize themselves with this plan and actively 
participate in its implementation to enhance our preparedness and operational 
continuity. 

 

 

 

Peter Mumba (Mr.) 
Permanent Secretary - Technical 

Ministry of Energy 
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Working Definitions 

 
Applications  Also referred to as an application program or 

application software, is a computer software 
package that performs a specific function directly 
for an end user or even another application. 
 

Business Continuity (BC)  Ongoing process to ensure that necessary steps are 
taken to identify the impact of potential losses and 
maintain viable recovery strategies, recovery plans, 
and continuity services. 
 

Critical Information  Refers to information that is critical to the success 
of a particular domain area of an institution. 
 

Critical Database  Refers to a Database that contains data that is 
critical to the business operations of an institution. 
 

Disaster Recovery  This is a process of restoring to original status, 
damaged infrastructure, in this case ICT 
infrastructure, after a disaster. 
 

E-mail  This is a computer service used for sending and 
receiving messages electronically over computer 
networks. An email user will be identified on the 
network by an email address with which he sends 
and receives messages. 
 

Government Information  Key information that is of strategic significance to 
the Government as a whole. 
 

Help and Service Desk  This is the communications center that provides a 
single point of contact between the provider of a 
service and the end user. Critical Business 
Function. 
 

Network Infrastructure  This is the hardware and software resources of an 
entire enterprise network that provides the 
communication path and services between users, 
processes, applications, services and external 
networks or the internet. 
 

Recovery Time Objective  This is the targeted duration of time and a service 
level within which a business process must be 
restored after a disaster or disruption in order to 
avoid unacceptable consequences associated with a 
break in business continuity. 
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Risk Management  This is a process that includes identification, 
assessment, and mitigation of probabilistic security 
events (risks) in information systems to a level 
commensurate with the value of the assets 
protected. 
 

Stakeholders  A person or institution with an interest and can 
affect or be affected by the Institution’s actions. 
 

Security Incident  In information operations, it is an assessed event of 
attempted unauthorized entry, or an information 
attack on an automated information system. It 
includes unauthorized probing and browsing; 
disruption or denial of service; altered or destroyed 
input, processing, storage, or output of 
information; or changes to information system 
hardware, firmware, or software characteristics 
with or without the user’s knowledge, instruction or 
intent. 
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Abbreviations and Acronyms 
 

BCDR  Business Continuity and Disaster Recovery  

BCDRP  Business Continuity and Disaster Recovery Plan 

BCM   Business Continuity Manager 

BCMS  Business Continuity and Management System 

BCP   Business Continuity Plan 

BIA   Business Impact Analysis 

DRP   Disaster Recovery Plan 

DR Site  Disaster Recovery Site 

GRZ   Government of the Republic of Zambia 

ICT   Information and Communication Technology 

ID   Identity 

IP   Internet Protocol 

IR   Information Resource 

ISP   Internet Service Provider 

IT   Information Technology 

LAN   Local Area Network 

MPSA   Ministry Province and Spending Agencies 

NSDS   National Strategy for the Development of Statistics 

PABX   Private Automatic Branch Exchange 

PC   Personal Computer 

PIR   Post Incident Review 

QOS   Quality of Service  

RACI   Responsible, Accountable, Consulted and Informed 

RTO   Real Time Objective 

RPO   Recovery Point Objective 

SMS   Short Messaging System 

SPOC   Single Point of Contact 
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CHAPTER 1 

 
1. INTRODUCTION 

The Ministry of Energy's Business Continuity and Disaster Recovery Plan (BCDRP) 
aligns with the Smart Zambia Institute (SZI) Business Continuity and Disaster 
Recovery Guidelines. It ensures the continued operation of critical business 
functions during disruptions and emergencies. This plan outlines strategies to 
safeguard essential services, mitigate risks, and enable swift recovery from 
disasters, ensuring minimal impact on stakeholders. 

 

1.1 OBJECTIVES 

The objectives of this Plan are to: 

 Establish procedures for responding to disruptions affecting the Ministry of 
Energy. 

 Ensure continuity of essential government services, including energy supply 
management and policy implementation. 

 Protect critical infrastructure, ICT assets, and government data. 
 Define clear roles and responsibilities for personnel in crisis response. 
 Ensure rapid recovery and minimize service downtime. 
 Quantify and mitigate the financial, operational, and reputational impacts of 

disasters. 
 Conduct periodic testing and updates of the plan. 

 

1.2 SCOPE 

This plan applies to all Ministry of Energy operations, including energy regulation, 
electricity supply management, petroleum product oversight, and renewable energy 
initiatives. It covers disruptions due to ICT failures, cyber threats, natural disasters, 
infrastructure breakdowns, and operational risks. 

 

1.3 AUTHORITY FOR THIS PLAN 

This Plan is authorized by the Permanent Secretary (Technical) and must be 
adhered to by all departments and units within the Ministry of Energy.  
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1.4 LEGAL AND REGULATORY COMPLIANCE 

This Business Continuity and Disaster Recovery Plan is aligned with the 
Government of the Republic of Zambia’s directives and sector standards for ICT 
resilience and public service continuity. It has been developed with reference to: 

 The Smart Zambia Institute (SZI) Business Continuity and Disaster Recovery 
Guidelines; 
 

 The Zambia Cybersecurity and Cyber Crimes Act, 2021, which provides the 
legal framework for cyber risk mitigation and digital asset protection; 
 

 Relevant provisions under the National ICT Policy for Zambia, the Data 
Protection Act No. 3 of 2021, and the National Strategy for the Development 
of Statistics (NSDS) 2023–2027 
 

 Applicable compliance expectations from oversight institutions such as the 
Office of the Auditor General; and 
 

 Industry standards and protocols from ICT regulators such as ZICTA. 

 
All departments and units under the Ministry of Energy are expected to adhere to 
these regulations in the execution of this Plan. 
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CHAPTER 2 

 
2. BUSINESS CONTINUITY AND DISASTER RECOVERY (BCDR) 

GOVERNANCE 

2.1 MINISTRY OF ENERGY MISSION AND KEY ACTIVITIES 

Mission: 

“To ensure universal access to sustainable energy for socio-economic development.” 

Key Activities: 

 Expansion and management of electricity supply. 
 Regulation and supply of petroleum products. 
 Promotion of renewable and clean energy sources. 
 Enhancement of stakeholder collaboration in the energy sector. 
 Strengthening financial and human capital management. 

2.2 BUSINESS CONTINUITY AND DISASTER RECOVERY (BCDR) TEAM 

ROLES AND RESPONSIBILITIES 

2.2.1 BCDR Coordination Team 

This team is responsible for developing, reviewing, and maintaining the ministry’s 
Business Continuity Plan (BCP) and Disaster Recovery Plan (DRP). Key 
responsibilities include conducting risk assessments, drafting impact analysis 
reports, and ensuring all recovery measures align with business objectives. The 
team also ensures compliance with relevant regulatory frameworks and updates 
the plan as necessary. 

Key Roles and Responsibilities: 

 

No. Role Responsibility 

1. BCDR Coordinator  
(Director of Planning and 
Information) 

Leads the development and 
implementation of the BCDRP, ensuring 
all aspects are aligned with the 
organization’s operational needs. 

2. BCDR Sponsor  
(Chief Planning Officer – Budget 
and Policy) 

Provides oversight and ensures adherence 
to policies and regulatory requirements. 

3. Public Relations Officer Manages communication strategies and 
stakeholder engagement. 
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4. Head of ICT 

Ensures all ICT infrastructure and 
cybersecurity measures are in place for 
disaster recovery. 

 
5. ICT Officer Supports the Head of ICT in implementing 

technical recovery strategies. 

 

2.2.2 BCDR Response Team  

This team is responsible for activating the Business Continuity Plan and Disaster 
Recovery Plan in response to a disruption. The team assesses the impact of 
incidents, coordinates response efforts, and ensures the swift restoration of 
services. 
 
Key Roles and Responsibilities 

 

No. Role Responsibility 

1. Crisis Response Lead  
(Director – Planning and 
Information) 

Determines when the BCDRP should be 
enacted and leads crisis management 
efforts. 

2. Backup Coordinator  
(Chief Planning Officer) 

Assumes responsibilities in the absence of 
the Crisis Response Leader. 

 
3. Head of ICT 

Evaluates ICT-related damage and leads 
system restoration efforts. 

 
4. Head of Procurement and Supply 

Manages vendor relationships and ensures 
the availability of critical resources. 

 
5. Public Relations Officer 

Oversees external and internal 
communication efforts. 

6. 
ICT Officer 

Assists in technical recovery efforts related 
to IT infrastructure. 
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2.3 INCIDENT DECLARATION AND REPORTING 

Incident declaration and reporting are critical components of an effective Business 
Continuity and Disaster Recovery framework. The process ensures that disruptions 
are identified, assessed, escalated, and resolved in a structured and timely manner. 

1. Incident Reporting 

 All incidents, including operational disruptions, system failures, security 
breaches, and cyber threats, must be reported to the Department of Planning 
and Information and the ICT Team immediately. 

 Employees must document and provide detailed information regarding the 
incident, including the time of occurrence, nature of the issue, and potential 
impact on operations. 

 A centralized reporting mechanism, such as an incident tracking system or 
helpdesk, should be utilized for efficient monitoring and management. 

2. Severity Assessment and Impact Analysis 

 The ICT team conducts a severity assessment to determine the extent of the 
impact on business operations. 

 The assessment categorizes incidents based on predefined risk levels: 

o Low Impact: Minimal or no disruption to operations; standard 
troubleshooting procedures apply. 

o Medium Impact: Partial disruption with some critical functions 
affected; requires prioritized intervention. 

o High Impact: Significant disruption affecting multiple business 
functions; requires immediate activation of recovery protocols. 

o Critical Impact: Severe disruption with potential long-term 
consequences; triggers full-scale disaster recovery procedures. 

3. Escalation and Response Activation 

 Medium to high-impact incidents are escalated to the Crisis Response Team 
for further evaluation and action. 

 The Crisis Response Leader, in consultation with senior leadership, 
determines the appropriate level of response and activates the Business 
Continuity Plan (BCP) or Disaster Recovery Plan (DRP) if necessary. 

 The Department of Planning and Information ensures that appropriate 
technical recovery measures, such as system restorations, backups, or 
failover protocols, are initiated promptly. 
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4. Stakeholder Communication and Regulatory Compliance 

 Internal stakeholders, including department heads and key personnel, are 
notified with status updates and action plans. 

 External stakeholders, such as customers, partners, and service providers, 
are informed if the incident affects service delivery or contractual obligations. 

 Regulatory agencies are notified in compliance with legal and industry 
standards if the incident involves data breaches, system failures, or security 
threats that require mandatory reporting. 

5. Post-Incident Review and Documentation 

 Once the incident is resolved, a post-incident review (PIR) is conducted to 
analyze the root cause, response effectiveness, and areas for improvement. 

 Lessons learned are documented, and necessary updates are made to the 
Business Continuity and Disaster Recovery Plan to enhance preparedness for 
future incidents. 

 A final incident report is compiled and shared with senior management to 
guide policy enhancements and risk mitigation strategies. 

 

2.4 BUSINESS IMPACT ANALYSIS (BIA) 

A Business Impact Analysis (BIA) is a critical process that helps an organization 
identify, assess, and mitigate potential risks that could disrupt operations. It 
provides valuable insights into the dependencies of critical business functions, 
prioritizes recovery efforts, and establishes strategies to ensure business continuity. 
 

1. Purpose of a Business Impact Analysis 

The primary objectives of conducting a BIA include: 

 Identifying essential business functions and their dependencies. 

 Assessing potential risks and evaluating their impact on operations. 

 Determining acceptable recovery time objectives (RTO) and recovery point 
objectives (RPO). 

 Establishing resource allocation priorities for recovery efforts. 

 Developing proactive mitigation strategies to minimize business disruptions. 
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2. Key Steps in Conducting a Business Impact Analysis 

Step 1: Identification of Critical Business Functions 

 Evaluate all organizational functions and determine their significance in 
overall operations. 

 Categorize processes into high-priority, medium-priority, and low-priority 
based on their role in delivering services. 

 Identify dependencies, including IT systems, personnel, suppliers, and 
infrastructure. 

Step 2: Risk Assessment and Impact Evaluation 

 Assess potential threats such as cyber-attacks, natural disasters, equipment 
failures, or supply chain disruptions. 

 Evaluate the financial, operational, reputational, and regulatory 
consequences of disruptions. 

 Estimate the downtime threshold beyond which the organization may 
experience significant losses. 

Step 3: Establishing Recovery Priorities 

 Define acceptable recovery time objectives (RTO) for different business 
functions. 

 Determine the recovery point objective (RPO), which specifies the acceptable 
data loss level in case of an outage. 

 Rank processes based on their urgency to restore services efficiently. 

Step 4: Resource Allocation and Mitigation Strategies 

 Identify the necessary resources, including technology, personnel, and 
backup infrastructure, to ensure quick recovery. 

 Develop preventive measures such as redundant systems, off-site backups, 
and alternative workflows. 

 Ensure that budget considerations align with business continuity 
requirements. 

Step 5: Documentation and Continuous Improvement 

 Maintain a comprehensive report of the BIA findings, including risk mitigation 
strategies and response plans. 

 Regularly review and update the analysis to adapt to evolving threats and 
changes within the ministry. 

 Conduct periodic testing and simulations to validate the effectiveness of the 
business continuity strategies. 
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3. Benefits of a Business Impact Analysis 

 Reduces downtime and ensures faster recovery from disruptions. 

 Enhances decision-making during crisis situations. 

 Improves regulatory compliance and risk management. 

 Will help strengthen the ministry’s resilience and preparedness against 
unforeseen events. 
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CHAPTER 3 

 
3. BUSINESS CONTINUITY PLAN (BCP) 

3.1 PLAN ACTIVATION PROCEDURES 

The activation of the Business Continuity Plan (BCP) is a structured process 
designed to ensure a timely and effective response to disruptions affecting the 
Ministry of Energy’s operations. 
 

3.1.1 Activation Criteria 

The BCP is activated when a disruption: 

 Significantly impairs the Ministry’s ability to deliver essential services such 
as energy regulation, electricity supply oversight, and petroleum product 
distribution. 

 Threatens the safety of personnel, infrastructure, or critical ICT systems. 

 Meets predefined risk thresholds requiring immediate intervention. 

 

3.1.2 Activation Process 

1. Incident Assessment: The Crisis Response Lead, in consultation with senior 
management, evaluates the severity of the incident and determines whether 
BCP activation is necessary. 

2. Notification of Key Stakeholders: Relevant teams, including the Business 
Continuity and Disaster Recovery (BCDR) Coordination Team, are informed 
and mobilized. 

3. Implementation of Response Strategies: Departments initiate predefined 
continuity measures, including alternative work arrangements, temporary 
relocation, and system redundancies. 

4. Monitoring and Adjustment: The response team continuously evaluates the 
situation and makes necessary adjustments to ensure effective mitigation. 

5. Deactivation and Review: Once normal operations are restored, a post-
incident review is conducted to analyze response effectiveness and identify 
improvement areas. 
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3.2 IDENTIFICATION OF POTENTIAL BUSINESS DISRUPTIONS 

The Ministry of Energy is exposed to various risks that may disrupt its operations. 
These disruptions can be broadly categorized into: 

a. Cybersecurity Threats 

 Cyber-attacks, including malware infections, hacking, and phishing scams. 

 Unauthorized access to sensitive government energy data. 

 System breaches affecting electricity grid monitoring and petroleum 
distribution. 

 Insider threats leading to data loss or sabotage. 

 
b. Natural Disasters 

 Earthquakes, floods, and fires damaging critical energy infrastructure. 

 Adverse weather conditions affecting power stations, fuel depots, and 
transmission lines. 

 Seismic activities disrupting fuel storage facilities and pipeline operations. 

 
c. Infrastructure Failures 

 Power outages affecting ministry buildings, data centers, and communication 
systems. 

 ICT network failures disrupting regulatory frameworks and compliance 
monitoring. 

 Mechanical failures in energy plants and fuel transportation infrastructure. 

 
d. Supply Chain Disruptions 

 Disruptions in fuel supply chains due to geopolitical instability. 

 Transportation delays affecting procurement of critical energy equipment. 

 Vendor failures impacting the delivery of essential infrastructure materials. 

 

3.3 COMMUNICATION STRATEGY 

A well-defined Communication Strategy is essential to ensure efficient coordination 
during disruptions. The Ministry of Energy's communication plan focuses on 
internal, external, and public engagement to maintain transparency and 
stakeholder confidence. 
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a. Internal Communication 

 Activation of emergency communication protocols to alert ministry personnel. 

 Use of secure messaging platforms for real-time coordination among crisis 
response teams. 

 Regular situation reports to senior management on response progress. 

 
b. Stakeholder Communication 

 Coordination with energy sector agencies, including power utilities, petroleum 
regulators, and suppliers. 

 Briefings with the Ministry of Finance and Cabinet to ensure continued 
funding and policy support. 

 Engagement with national security agencies for risk mitigation and critical 
infrastructure protection. 

 

c. Public and Media Communication 

 Issuance of official public statements to update citizens on energy supply 
status. 

 Media briefings to clarify response measures and address public concerns. 

 Digital updates on official ministry channels, including social media and the 
ministry’s website. 

 
A centralized communication command center shall be established to oversee all 
response communications, ensuring consistency, accuracy, and public trust during 
crisis events. 
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CHAPTER 4 

 
4. DISASTER RECOVERY PLAN (DRP) 

The Disaster Recovery Plan (DRP) is a structured approach designed to restore and 
maintain critical operations of the Ministry of Energy in the event of a disruption. It 
ensures that essential services related to electricity regulation, petroleum 
distribution, and energy infrastructure management are restored swiftly while 
minimizing downtime and financial losses. 
 

4.1 RECOVERY PROCEDURES 

The recovery procedures outline the systematic steps the Ministry of Energy must 
take to resume critical functions following a disaster or major operational 
disruption. The goal is to prioritize essential services and ensure that critical 
infrastructure is restored in a timely manner. 

a. Disaster Classification and Response Levels 

Recovery procedures are activated based on the severity of the incident: 

 Level 1: Minor Disruptions – Small-scale issues affecting a single 
department or service; handled through routine troubleshooting. 

 Level 2: Moderate Disruptions – Partial loss of essential services requiring 
coordinated recovery efforts. 

 Level 3: Major Disruptions – Significant impact on critical energy supply, 
requiring immediate activation of full-scale disaster recovery procedures. 

 
b. Disaster Recovery Activation Process 

1. Incident Assessment: The Crisis Response Lead, in coordination with the 
ICT Team, evaluates the nature and extent of the disruption. 

2. Recovery Team Mobilization: The Disaster Recovery Team is activated to 
oversee the restoration of services. 

3. Implementation of Emergency Measures: Immediate containment actions 
are taken to prevent further damage. 

4. Restoration of Critical Systems: Prioritized recovery of power grid 
monitoring systems, fuel distribution networks, and other essential 
infrastructure. 

5. Testing and Validation: Systems and processes are tested to confirm full 
operational capability before resuming normal activities. 
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6. Post-Recovery Review: A comprehensive analysis is conducted to document 
lessons learned and improve future preparedness. 
 

c. Key Recovery Areas for the Ministry of Energy 

 Energy Grid Systems: Restoration of power transmission and distribution 
networks. 

 ICT Infrastructure: Recovery of databases, regulatory systems, and 
cybersecurity frameworks. 

 Fuel Supply Chain: Coordination with petroleum suppliers to resume fuel 
availability. 

 Regulatory Operations: Ensuring compliance with national and 
international energy policies during recovery. 
 

4.2 TESTING AND MAINTENANCE 

The effectiveness of the Disaster Recovery Plan depends on regular testing, 
evaluation, and continuous improvement to ensure operational readiness. 

a. Testing Procedures 

1. Simulation Exercises: Conduct scenario-based drills to test response times 
and coordination. 

2. System Failover Tests: Evaluate backup power systems, emergency 
response software, and data recovery processes. 

3. Cybersecurity Penetration Tests: Assess vulnerabilities in ICT systems to 
prevent future cyber threats. 

4. Tabletop Exercises: Review disaster response strategies with senior 
management and technical teams. 
 

b. Plan Maintenance and Continuous Improvement 

 Annual Plan Review: The DRP is reviewed annually to align with evolving 
risks and policy changes. 

 Stakeholder Engagement: Collaboration with power utilities, fuel suppliers, 
and security agencies to enhance response strategies. 

 Compliance Monitoring: Ensure adherence to energy sector regulations and 
disaster management protocols. 

 Lessons Learned Documentation: Every recovery operation is analyzed to 
refine best practices and enhance preparedness. 
 

By maintaining a robust testing and maintenance framework, the Ministry of 
Energy ensures its ability to withstand and recover from disruptions efficiently, 
safeguarding Zambia’s energy security and sustainability. 
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CHAPTER 5 

 
5. PLAN MAINTENANCE AND GOVERNANCE 

To ensure the effectiveness and relevance of this Business Continuity and Disaster 
Recovery Plan (BCDRP), the Ministry of Energy commits to a structured plan 
maintenance and governance framework. 
 

5.1 OWNERSHIP AND ACCOUNTABILITY 

The Directorate of Planning and Information, in collaboration with the ICT Unit, 
shall serve as the custodians of this BCDRP. All departments are required to 
support its implementation and propose updates as needed. 
 

5.2 REVIEW AND UPDATE SCHEDULE 

The Plan shall be reviewed at least annually, or after every major incident, disaster, 
or significant organizational change. Updates must be tracked through version 
control. 
 

5.3 TRAINING AND AWARENESS 

All Ministry staff must undergo annual awareness training on business continuity 
procedures. New employees shall be briefed as part of the induction process. 
 

5.4 LESSONS LEARNED AND IMPROVEMENT 

Following every simulation exercise or real disruption, a Post-Incident Review 
(PIR) shall be conducted. Recommendations and lessons learned shall be integrated 
into the BCDRP. 
 

5.5 COMPLIANCE AND REPORTING 

Compliance with this plan is mandatory. Non-compliance may be reported to the 
Office of the Permanent Secretary and the Office of the Auditor General as required. 
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ANNEX A: COMMUNICATION PLAN  

COMMUNICATION PLAN FOR BCDRP 

Objective: 
 

To outline a structured communication protocol before, during, and after a 
disruption to ensure clear, timely, and coordinated information flow across all 
internal and external stakeholders. 

 
 
1. Communication Goals 

 Maintain staff, stakeholder, and public confidence. 
 Minimize misinformation and ensure unified messaging. 
 Ensure efficient mobilization of response teams. 

 
 

2. Communication Phases 

Phase Objective Key Activities 

Preparedness 
Build awareness and 
readiness 

- Orientation sessions 
- Create contact trees 
- Set up emergency alert systems 

Response 
Provide timely and accurate 
info during crisis 

- Activate communication 
command center 

- Issue internal alerts (email/SMS) 
- Brief public/media via 

spokesperson 

Recovery 
Update stakeholders on 
restoration progress 

- Status updates via ministry 
website and social media 

- Direct calls/emails to partners 
- Final incident briefing 

Post-
Incident 

Review communication 
effectiveness 

- Conduct communication debrief 
- Update SOPs based on lessons 

learned 

 

 
3. Communication Tools 

 Internal: Outlook Email, SMS Gateway, WhatsApp (official work groups) 
 External: Ministry Website, Press Releases, Media Briefings, Social Media 

(Twitter, Facebook) 
 Command Center: Designated crisis room with PABX, backup power, and 

dedicated lines. 
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4. Roles and Responsibilities 
 

Role Responsibility 

Director – Planning Lead internal briefings; authorizes key messages 

Head of ICT Ensures digital channels remain operational 

Public Relations Officer Drafts and disseminates official statements 

Crisis Response Team Confirms messaging accuracy and stakeholder updates 

All Department Heads Cascade info to team members; escalate feedback 

 

 
 

5. Message Templates 

 Activation Alert: “Please be informed that [incident] has triggered activation 
of the BCDRP. All staff must follow emergency protocols. Further instructions 
to follow.” 

 Public Update: “The Ministry of Energy has experienced a [brief disruption]. 
Our recovery team is actively working to restore full operations. For updates, 
visit [website link].” 
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ANNEX B: CONTACT INFORMATION  

KEY BCDRP STAKEHOLDERS 
 

Name Designation 
Department 

/ Unit 
Role in BCDR Phone Number Email Address 

Mr. Peter 
Mumba 

Permanent 
Secretary – 
Technical 
Services 

Office of the 
Permanent 
Secretary 

Authorizing 
Officer 

+260977474862 mumba.peter@grz.gov.zm 

Eng. Arnold 
Simwaba 

Permanent 
Secretary – 
Electricity 

Office of the 
Permanent 
Secretary 

Authorizing 
Officer 

+260975752993 arnold.simwaba@grz.gov.zm 

Mr. Mwape 
Chipala 

Director – 
Planning 
and 
Information 

Department 
of Planning 
& Info 

BCDR 
Coordinator / 
Crisis Response 
Lead 

+260976804527 mwape.chipala@moe.gov.zm 

Ms. Tshiya 
Charlotte 
Mpenge 

Head of ICT ICT Unit 
ICT Lead for 
Disaster 
Recovery 

+260977889232 tshiya.mpenge@moe.gov.zm 

Mr. Kasongo 
Chiwama 

Senior ICT 
Officer 

ICT Unit 
Technical 
Recovery 
Support 

+260977564104 kasongo.chiwama@moe.gov.zm 

Ms. Ozirior 
Siabalima 

Chief 
Planner – 
Budget and 
Policy 

Planning and 
Information 

BCDR Sponsor / 
Alternate Crisis 
Coordinator 

+260977647384 ozirior.siabalima@moe.gov.zm 

Mr. Kenneth 
Mapani 

Head - 
Procurement 
and 
Supplies 

Procurement 
and Supply 

Resource and 
Vendor 
Coordination 

+260979164427 kenneth.mapani@moe.gov.zm 

Mr. Bob 
Sianjalika 

Principal 
Public 
Relations 
Officer 

Public 
Relations 
Unit 

Communications 
/ Spokesperson 

+260977806309 bob.sianjalika@moe.gov.zm 

Mr. Mafayo Ziba 
Director – 
Department 
of Energy 

Department 
of Energy 

Lead for 
Electricity and 
Energy 
Operations 
Recovery 

+260977466388 mafayo.ziba@moe.gov.zm 

Mr. Rodney 
Kalota 

Director – 
Department 
of Petroleum 

Department 
of Petroleum 

Lead for 
Petroleum 
Recovery & 
Oversight 

+260761204206 rodney.kalota@moe.gov.zm 

Mrs. Grace M. 
Tonga 

Director – 
HR and 
Admin 

Department 
of Human 
Resources 

Continuity of 
Internal 
Operations 

+260977874338 grace.tonga@moe.gov.zm 

Mr. Clement 
Chiwele 

Manager OPPPI 
Lead for 
promoting power 
investments 

+260979413853 Clement.chiwele@moe.gov.zm 

 

Maintenance Notes: 
 This annex should be reviewed and updated bi-annually or upon staff transfers, role changes, or new 

appointments. All staff listed must maintain updated alternate contacts in the event of their unavailability. 
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ANNEX C: PLAN TESTING CALENDAR 
 

Test Type Test Description Frequency 
Responsible Depts 

/ Units 

1. Simulation 
Exercises 

Scenario-based drills to test 
BCP activation, team response, 
and coordination. 

Quarterly 

- Department of 
Planning & 
Information 

- ICT Unit 
- All Departments 

2.  System Failover 
Test 

Evaluation of system backup, 
switch-over to DR site, and ICT 
failover readiness. 

Bi-Annual 

- ICT Unit 
- Smart Zambia 

Institute (as 
required) 

3.  Cybersecurity  
     Penetration  
     Test 

Controlled simulation of cyber 
threats to evaluate system 
resilience and mitigation. 

Bi-Annual 

- ICT Unit 
- Cybersecurity Wing 

(ZICTA) 
- Smart Zambia 

4.  Tabletop  
     Exercises 

Policy and procedural walk-
throughs with leadership and 
response teams. 

Bi-Annual 

- BCDR Coordination 
Team 

- Directorate of 
Planning 

5.  Annual BCDRP  
     Review 

Comprehensive review and 
update of the full BCDRP 
document. 

Annually 

- Planning & 
Information 

- All BCDR 
Stakeholders 

6.  Communication  
     Drill 

Rapid alert system test, internal 
and external communication 
channels simulation. 

Quarterly 
- PRO Unit 
- ICT Unit 
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ANNEX D: DISTRIBUTION LIST 

This distribution list outlines the internal recipients of the Business Continuity and 
Disaster Recovery Plan (BCDRP). These stakeholders are responsible for oversight, 
coordination, technical implementation, and operational continuity within their respective 
areas. The list includes individual recipients and heads of departments and units involved 
in plan execution. 
 
No. Name / Group Title / Role Department / 

Office 
1 Mr. Peter Mumba Permanent Secretary – 

Technical Services 
Office of the 
Permanent 
Secretary 

2 Eng. Arnold M. Simwaba Permanent Secretary – 
Electricity 

Office of the 
Permanent 
Secretary 

3 Mr. Mwape B. Chipala Director – Planning and 
Information 

Directorate of 
Planning & 
Information 

4 Ms. Chama Kaisala Assistant Director – Legal  Directorate of 
Planning & 
Information 

5 Ms. Ozirior Siabalima Chief Planner – Budget and 
Policy 

Directorate of 
Planning & 
Information 

6 Mr. Tito Manseli Chief Planner – M&E Directorate of 
Planning & 
Information 

7 Ms. Tshiya Charlotte 
Mpenge 
 

Head of ICT ICT Unit 

8 Mr. Kenneth Mapani Head – Procurement and 
Supplies  

Procurement and 
Supplies Unit 

 
9 Mr. Fidelis Siame 

Chief - Procurement and 
Supplies 

Procurement and 
Supplies Unit 
 

 

10 Mr. Bob Sianjalika 
Principal - Public Relations 
Officer 

Public Relations 
Unit 

 

11 Mr. Mafayo Ziba Director – Energy 
Directorate of 
Energy 

 

12 Mr. Rodney Kalota Director – Petroleum 
Directorate of 
Petroleum 

 

13 Ms. Chikatizyo Musonda Director – Finance  
Directorate of 
Finance 

 

14 Mrs. Grace M. Tonga Director – HR and Admin 
Directorate of 
Human Resources 
and Admin 

 

15 Mr. William Chabala Asst. Director – HR and Admin 
Directorate of 
Human Resources 
and Admin 

 
 

16 Mr. Clement Chiwele Manager - OPPPI 
Office for 
Promoting Private 
Power Investment 
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ANNEX E: INCIDENT REPORTING TEMPLATE 

This template should be used by Ministry of Energy staff to report incidents that may impact 
critical operations and potentially trigger the activation of the Business Continuity and 
Disaster Recovery Plan (BCDRP). All reports must be submitted to the BCDR Coordination 
Team immediately following the occurrence of an incident. 
 
Field: Details: 

Date of Incident:  

Time of Incident:  

Reported By (Name and Department):  

Contact Information (Phone and Email):  

Type of Incident: ☐ Cybersecurity   

☐ ICT System Failure   

☐ Network Outage   

☐ Infrastructure Failure   

☐ Power Outage 

☐ Fire/Explosion   

☐ Water Damage/Flooding   

☐ Hazardous Material Exposure   

☐ Supply Chain Disruption 

☐ Natural Disaster   

☐ Human Resource Shortage   

☐ Physical Security Breach   

☐ Other (specify) _________________________ 

Brief Description of the Incident:  

Location of Incident:  

Immediate Impact on Operations:  

Systems or Services Affected:  

Initial Actions Taken:  

Recommendations or Additional 
Comments: 

 

Report Submitted To (Name and Title):  

Date Report Submitted:  
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ANNEX F: LESSONS LEARNED LOG TEMPLATE 

This template provides a structured log for capturing lessons learned after each real 
disruption or simulation exercise. It serves as a reference for continuous improvement of 
the Business Continuity and Disaster Recovery Plan (BCDRP). Each entry should be filled 
out by the relevant response or evaluation team. 

 

Date of 
Event/ 
Exercise 

Type of 
Event (Real 
or 
Simulation) 

Key 
Observations 

What 
Worked 
Well 

What Needs 
Improvement 

Recommended 
Action / 
Owner 

      
      
      
      
      
      
      
      
 

 


